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HIGHLIGHT: Abstract: Private contractors have played key roles in recent high-profile scandals. These scandals hint at the degree to which the U.S. military has increased the scope and scale of its reliance on private security companies in recent decades. This trend offers many advantages, including nimbleness in the deployment of expertise and geographic flexibility. But it also departs from conventional methods of accountability through both public oversight and private market discipline. The lack of transparency in the use of private contractors compounds the problem of assessing the impact of their increasing role. Failures of basic governmental oversight to ensure contract enforcement by the Department of Defense are well-documented. Departures from conventional government contracting procedures exacerbate these failures and obscure whether inherently governmental functions are in effect privatized. The large sums of money involved contribute to risks of corruption and a scale of private lobbying that can distort the legislative process. These developments jeopardize the effectiveness of military activities, the professionalism of the military, the integrity of the legislative process and foreign policy decision making, public confidence in the government, national self-interest, and the stability of the world order.

TEXT:
 [*989]  INTRODUCTION
In a time of scandals, three recent ones share a disturbing, though perhaps not initially obvious, element.

 [*990]  . Congressional and media sources charge the Halliburton Company, a Houston-based oil services firm previously headed by Vice President Richard Cheney,  n1 with overcharging $ 61 million worth of gasoline and for charging $ 186 million for meals not actually served as part of its $ 10 billion worth of contracts with the Department of Defense (the "DOD") to support the U.S. military effort in Iraq.  n2 Halliburton holds the two largest contracts for reconstruction in Iraq with $ 2.5 billion to restore the oil infrastructure and $ 6.5 billion to provide the troops with housing, food, laundry, and other services.  n3 The contracts guaranteed the company a profit and allowed it to pass on all of its expenses to the government.  n4 One account indicates that the unaccounted-for charges amount to 43% of the amount the company billed,  n5 though that estimate understates the full  [*991]  $ 5.6 billion of contracts awarded since the start of the Iraq war.  n6

. The Defense Advanced Research Projects Agency ("DARPA"), a research and development division within the DOD, launched in early 2002 an undertaking it initially called the Total Information Awareness project, but for political reasons later renamed as the Terrorist Information Awareness project ("TIA").  n7 The project developed advanced information technology tools to use domestic and foreign databases in both governmental and commercial hands to search for "patterns that are related to predicted terrorist activities."  n8 TIA used mathematical algorithms and other features of governmental software to "mine" data about any person, including "religious and political contributions; driving records; high school transcripts; book purchases; medical records; passport applications; car rentals; and phone, e-mail and internet search logs."  n9 Overseen by John Poindexter, who was indicted for his involvement in efforts to provide secret and illicit support to a military force in Nicaragua in the Iran-Contra scandal,  n10 TIA formally  [*992]  ended when Congress shut down its funding in the face of media critiques and opposition from political leaders on both the right and the left wings.  n11 Yet Congress still permits counterterrorism intelligence that targets foreign nations; 199 data mining projects receive or will receive federal support, and many TIA projects may proceed under classified programs outside of public visibility.  n12

. Shocking digital photographs of cruel and abusive practices used by interrogators and guards at the U.S.-run Iraq prison at Abu Ghraib sparked massive investigations.  n13 Confirming the worst allegations of imperialism and inhumanity leveled by terrorist propaganda, these revelations brought shame and worldwide criticism to America.  n14
Although not the major element in each story, one common thread among these scandals is the role played by private contractors working for the U.S. government in its response to the 9/11 terrorist attacks. The Halliburton scandal stands out as the most obvious. The largest private oil and military services company in the country, Halliburton received, without competitive bidding, the contract to manage the logistical planning for the Iraq war -- and promptly reported a  [*993]  62% jump in revenues.  n15 Government officials defended the selection of Halliburton on grounds that it was the only firm large enough to manage the job, but Peter Singer notes that Halliburton often outsources further, hiring subcontractors with nationals from countries including Bangladesh and the Philippines.  n16
With private contractors working for the military comes the practice of subcontracting, which raises the question of whether such an arrangement should allow the corporation to distance itself from responsibility any more than a contracting relationship should allow the military to separate itself from the acts of its contractor's employees. In addition, the use of private contractors by the military foreseeably creates extra problems of supervision and control. Legal and political responses will determine whether those problems are excused or instead monitored sufficiently to create incentives for adequate oversight.
Investigative reports into the abuses at the Abu Ghraib prison identify participation of private contractors as one example of the poor supervision, confused lines of authority, and improper procedures at that site.  n17 One report, produced by a panel of U.S. generals, concludes that "contracting-related issues contributed to the problems at Abu Ghraib prison."  n18 An earlier internal Army report traces the involvement of civilian interpreters and interrogators working for CACI International, Inc. ("CACI") and Titan Corp. ("TTN") in conjunction with military officers, and concludes that they were either directly or indirectly responsible for the abuses at Abu Ghraib.  n19 CACI denied involvement of its employees in the abuse, but also asserted  [*994]  that the individuals in question were no longer employees.  n20 Titan quickly responded that the individual associated with its operations actually worked for a subcontractor.  n21 Minimal or missing oversight seems to characterize recent military use of contractors.  n22 Dan Guttman at the Center for Public Integrity reports that only a thin layer of official oversight existed for the contractors running the TIA data mining project.  n23 Admiral Poindexter came to the DOD agency DARPA after working with Syntek Technologies to develop the research tools that became the basis of TIA.  n24 TIA worked by awarding contracts to private companies.  n25 Through a lawsuit seeking enforcement of the Freedom of Information Act (the "FOIA"),  n26 a nonprofit organization obtained information about the DOD contracts with private entities for TIA activities, including large corporations such as Booz Allen Hamilton,  n27 Lockheed Martin, and several universities.  n28 The government has long contracted out research and development work as well as information technology.  n29 Yet outsourcing the tasks of monitoring Americans as part of government investigations seems to represent a new degree of privatization.
The roles played by private contractors in these incidents offer a glimpse of not only the variety and scale of outsourcing by the U.S. military in recent years, but also the departures from conventional methods of accountability accomplished by extensive use of private  [*995]  contractors. Typically proceeding without much publicity or disclosure, private contractors working for the military theoretically could be subject to two systems of accountability: public oversight and private market discipline. Yet in practice, military contractors often evade the oversight intended to determine contract performance and also often bypass private market competition through sole-source bids and other waivers of marketplace practices.  n30 Private contractors may also enjoy exclusions from other legal constraints that would attach to government actors engaged in the very same activities.  n31
The prospect of unaccountable private military contractors is disturbing, but also inconsistent with growing demands for compliance with human rights globally. Federal courts in the United States have opened their doors to claims by foreigners of human rights violations by U.S. citizens and U.S.-based corporations acting outside U.S. boundaries.  n32 Someday, federal courts may accept suits  [*996]  against U.S. corporations consulting with foreign governments -- even though judicial remedies would be unavailable for abuses arising from the same contractors' work for the U.S. military, given the court-made government contractor defense.  n33
The current scale of the military's use of private contractors makes the question of accountability particularly pressing.  n34 Private military companies -- not merely individuals offering their services as mercenaries  n35 -- have a long lineage,  n36 but never have been more central to the U.S. military strategy than in the deployment in Iraq.  n37 Peter Singer, one of the key observers of this trend, notes that private military firms in Iraq employ between 20,000 and 30,000 people -- and that this, taken together, represents the second-largest force in Iraq after the U.S. military.  n38 Private military companies guard U.S. generals,  [*997]  essential military sites, and U.S. government compounds in Iraq.  n39 The private military companies offer their services to other nations, of course, generating about $ 100 billion in annual revenues around the globe.  n40 For instance, one U.S. company trained the Croat leadership for eight months, which then defeated Serb forces in 1995.  n41
Familiar in the medieval era, private companies creating and deploying troops diminished with the rise of nation-states, which were capable of raising and supporting their own military and which developed the conception that sovereign nation-states alone may legitimately use military force.  n42 The rise of the nation-state marked a shift from multinational armies, composed of soldiers recruited from many places, to the citizen-army.  n43 Emerging nation-states asserted their monopoly over not only the legitimate use of force, but also their own citizens' use of force in and outside the nation's territory.  n44 By the twentieth century, only those places with legacies of imperialism or temporary shortages of manpower deployed soldiers-for-hire, and the list of such exceptions (for example, Saudi Arabia, Libya, Angola, and Nigeria) matches a list of global trouble spots.  n45
Yet the downsizing of major military efforts at the end of the Cold War and the end of apartheid in South Africa created a supply of individuals with military training in this country and elsewhere who could market their services.  n46 The widespread hope that privatization would improve efficiency and save costs for nation-states in turn generated enormous governmental demand for private contractors.  n47 Privatization in the abstract could mean ending government involvement altogether  [*998]  either by selling off public assets or terminating government funding and involvement in a particular activity. But with much federal governmental action -- and most DOD initiatives -- privatization simply becomes reliance on nongovernmental actors who are paid under publicly-funded contracts or vouchers.  n48 Increasingly, ordinary day-to-day government operations proceed this way.  n49 Private companies work under contracts to manage welfare programs, enforce child support obligations, and build and operate prisons.  n50 Intended to save money and bring efficiency, the private sector introduces competitive bidding and techniques of business management to government operations.  n51
In my own work, I have explored the potential benefits to society from privatization of schools and human services -- involving for-profit, as well as nonprofit and religious organizations.  n52 These benefits include innovation, efficiency, and replenishment of pluralism that itself can support individual freedom.  n53 There are risks, too: risks of exclusionary practices, fraud, and religious coercion.  n54 Therefore, I have argued, privatization should be accompanied by an insistence on public values following private dollars.  n55 The content of those values, in turn, should stem from the Constitution and from public debate.  n56
Does privatization make sense when the operations themselves involve the use of force -- as they do with war, prisons, and police?  n57 In Canada, considerable privatization of social services has been followed by large-scale privatization of prisons, police, and the military.  n58 A decision to privatize the Canadian Forces' Department of Supply and Warehousing generated critical television ads and the ironic  [*999]  phrase, "welcome to War-Mart."  n59 Private military companies recruit employees from the United States, Canada, and around the world.  n60 This investigation of privatization within the U.S. military requires further discussion about the nature and scope of its use of private military companies. It also invites consideration of three kinds of normative analysis that I pursue here. First, do the military contractors, once engaged, deliver what they promise? Second, does the use of private contractors overall advance or detract from purposes articulated by the military itself? Third, how well does the use of private contractors serve (or disserve) the purposes of a military in a constitutional democracy?
Before proceeding any further, I must acknowledge one great limitation of this effort: the lack of transparency and disclosure makes it difficult for the public -- and for me -- to know what is going on with the military's use of private contractors. The private firms disclose some of their activities in promoting their services, but they can resist media and Congressional inquiries, claiming that they need to do so to protect proprietary information.  n61 Private companies are free from the disclosure obligations placed on the government by the FOIA, the federal law intended to make democracy work by ensuring access to all of the government's information compatible with security.  n62 There is some authority that private companies enjoy the ability to enjoin the government from disclosing information they have shared with the government in the course of doing business together.  n63 As the  [*1000]  United States fears for its security and engages in war, the executive branch is especially secretive, while Congress and the courts are more than usually deferential. The general public seems mainly unaware of and uninterested in examining the expanding role of private corporations in managing and operating force -- weapons, prisons, and policing -- in the name of the government. It remains surprising to people to learn that private contractors are engaging in interrogations in Guantanamo and Iraq, that publicly traded companies run prisons in this country, or that Halliburton built the military prison at Guantanamo Bay, Cuba.  n64 The lack of transparency about the scope and effects of private company contracts with the U.S. military is not merely a caveat admitting the limitations of my analysis, but an important demerit as I try to assess how well the contractors are performing, how well they are achieving goals of military purposes, and how well they are achieving goals of a constitutional democracy.
Apparently, at least on some level, there is growing public awareness of the presence of private military companies. A recent cartoon in the New Yorker magazine shows a group of kids dressed up with combat gear and toy guns.  n65 One says to another, "Tommy and Ben are like Green Berets, Dan and Jerry are Navy SEALS, and me and Scott are like private contractors."  n66 Another cartoon earlier last year shows one worker referring to two soldiers standing behind his desk as his "private army."  n67 Tamed to be part of children's games or office cubicle humor in an elite magazine, the outsourcing of force disturbs at least our humorists. Let's see if we, too, should be disturbed. I will pursue this inquiry both in terms of contract compliance and potential jeopardy to larger missions for the military, the nation, and democracy.
I. Is THERE BASIC CONTRACTUAL COMPLIANCE?
Whatever debates may arise over the norms that ought to apply in evaluating the performance of private military contractors, the basic  [*1001]  elements of contract compliance should not give rise to dispute. Do contractors do what they are asked to do -- and not do what they are not asked to do? Massive outsourcing has drawn civilian military contractors into military work without meaningful methods for ensuring contractual compliance.  n68 The combination of the scale of the outsourcing, poor communication and coordination of contractors with military personnel, and defective managerial systems within both the DOD and military services produce this unavoidable conclusion.  n69
Presidents Bill Clinton and George W. Bush both embraced outsourcing as a way to help downsize the military.  n70 President Bush identified outsourcing as one of his five top government-wide priorities.  n71 Congress adopted bipartisan caps on the number of civil servants employed by the government -- but did not limit the number of persons who could be employed through contracts with private companies.  n72 For nearly a decade this has allowed policymakers to hide from public view the true size of the government.  n73 Many of the functions the government could outsource involve not only commercial activities such as transportation, laundry, and food services, but also planning, policy development, managing weapon systems, and managing the military workforce.  n74 President Clinton used private contract employees to administer the nuclear nonproliferation agreement with Russia.  n75
That supply and demand resulted in the growth of private corporations that offered military training and assistance, including logistical services and planning, weapons management and servicing, as well as weapons development and management of other private corporations  [*1002]  doing business with the military.  n76 The government increasingly turned to private individuals to perform core military tasks and to private companies to orchestrate plans and implementation.  n77 The private firms have strong ties to U.S. government:  n78

The Pentagon and CIA have long used private contractors for a variety of tasks, from building base infrastructure to assisting with covert operations. The current situation differs in both scope and size from past practice, most famously revealed in the Iran/contra scandal. Today, the firms most heavily involved are not CIA cut-outs but multimillion-dollar corporations with diverse interests. Their work is implemented not by foreign locals trained by the CIA but by high-ranking U.S. military officers fresh out of the armed forces.  n79
On September 10, 2001, Secretary of Defense Donald Rumsfeld announced what he called an "all-out campaign to shift [the] Pentagon's resources from bureaucracy to the battlefield, from tail to the tooth."  n80 He declared that the Pentagon would be challenged to eliminate or shift to private suppliers any but the core activities of defense.  n81 He announced a commitment to ensure that the Pentagon would learn from, and take advantage of, the private sector's expertise in management, technology, and business practices.  n82 The Pentagon  [*1003]  delivered $ 300 billion worth of contracts to private military industries between 1992 and 2002.  n83 It has even outsourced security at Army bases within the United States.  n84
When the work of national defense dramatically increased after 9/11, Pentagon reliance on private military companies escalated.  n85 Private contractors played key roles in the U.S. war in Afghanistan.  n86 They served in paramilitary units with the Central Intelligence Agency (the "CIA") that hit the ground before other combat troops; they maintained combat equipment, provided logistical support, and worked with surveillance and targeting plans. Currently, private contracts are part of the military operation trying to locate Osama bin Ladin.  n87 Major Gary Tallman, an Army spokesman, acknowledged the unprecedented level of outsourcing since 9/11 and commented, "the Army is much smaller than in the past. When you run out of soldiers and they don't have an expertise, one way to get that capability on the battlefield is to contract it."  n88
Before the war in Iraq started, the Army announced that it would permit contractors to compete for 154,910 civilian jobs -- more than half of its civilian workforce -- as well as 58,727 military positions.  n89 Economist and columnist Paul Krugman observes that the Bush administration has privatized everything in sight in Iraq, including guards for U.S. installations, interrogators, and other seemingly central military functions.  n90 Privatization at the DOD and the armed services has come to mean buying the time of people who work alongside Pentagon officials and troops on the ground. These people do, as Dan Guttman puts it, "what citizens consider the stuff of government: planning, policy writing, budgeting, intelligence gathering, nation  [*1004]  building,"  n91 but under the employment relationship of a temporary worker. After research and development and aircraft, the third largest category for military expenditures on contracted work recently has been for "professional, administrative and management support services."  n92 In a letter to the Congressional Armed Services Committee on May 4, 2004, Secretary of Defense Donald Rumsfeld estimated there were 20,000 private security workers in the DOD's employment in Iraq, which would make these private workers easily the largest group -- larger than the British deployment -- working alongside the U.S. military.  n93
Immediate benefits are clear. A private company can handpick the team for a given project, and reassemble or disassemble the team when the job is done or changes. A private company can hire and send twenty former colonels, while the U.S. Army would have to "strip more than an entire combat division to muster that many," observed Colonel Bruce Grant of the Institute for National Strategic Studies.  n94
This kind of nimbleness is especially difficult for the DOD in its deployment of its civilian workers, even though they increasingly perform key roles in defense policy, intelligence, acquisitions, and weapon system maintenance.  n95 By depending on private companies, the military can obtain the newest technology and the staffs trained to maintain it -- and even avoid the costs of retraining simply by shifting to a new team. But the heavy reliance on private contractors for both the enormous scale of work underway and for management, planning, and even supervision of other contracts raises questions at the  [*1005]  most basic level about whether anyone knows what the private contractors are doing.  n96 Are the contractors doing what they promised to do? Ensuring that the contracted work is performed, and performed without fraud, overcharging, or mismanagement, turns out to require clear and consistent oversight.  n97 Yet this seems precisely what has been missing certainly during the Iraq war period, but with clear signs of serious problems long before.  n98
Management and oversight problems of two sorts appear to be growing to staggering proportions for the U.S. military: 1) failures of basic oversight and management of specific existing contracts both reflecting and resulting in confused lines of authority and accountability;  n99 and 2) widespread departures from established contracting processes due not only to exigencies of emergency but also to convenience and inattention, with disregard for established distinctions between inherently governmental and nongovernmental functions.  n100
A. Failures of Basic Oversight to Ensure Contract Enforcement
Managing contracts may seem a nicety in the middle of a war, but when the contracts concern deployment of weaponry, security forces, and interrogators, that excuse seems less convincing. At the Abu Ghraib prison, military personnel did not receive guidance about how to use contracted personnel and did not know the terms of the contracts nor their procedures.  n101 Whatever else may be said about Abu Ghraib, this lack of clarity about contract workers and military is not anomalous. The Government Accountability Office (the "GAO") found the same problem in the Balkans in 2000; military officers were confused about whether they could control the actions of contractors, and this lack of understanding was a major factor in the government's inability to control adequately contract costs.  n102
 [*1006]  It is difficult to administer a contract when the contracting officer has no representative on site, yet this is the case with many DOD contracts.  n103 Even if the lines of authority clearly locate the civilian contractor employees under military command, these civilians do not face the same rewards and sanctions as do the members of the military, and other kinds of sanctions for misbehavior are limited and remote.  n104 The Fay Report, following the abuses in Abu Ghraib, concluded that a properly trained contracting officer's representative must be on site to prevent a recurrence of that situation.  n105 Congress adopted the Military Extraterritorial Jurisdiction Act to allow prosecutions of contractors for offenses occurring while deployed if those offenses would be felonies in the United States, but this is a very limited tool for holding the line against misconduct far from home.  n106
The contract enforcement failures at the DOD are pervasive and basic.  n107 Its financial management and related business operations, when reviewed by the GAO, show persistent fundamental failures that produce waste and inadequate accountability and threaten its mission.  n108 Specifically asking whether the DOD has adequate capacity to oversee contracts for logistic support across the military services, the GAO found that the contractors proved responsive when reviewed, but generally received inadequate reviews in part because insufficient numbers of appropriately trained military staff were on hand to provide effective oversight and also because many military units lacked understanding of their role in directing and monitoring the work of contractors.  n109 In another study in 2004, the GAO concluded that the fundamental flaws in the DOD's business systems affect the effectiveness  [*1007]  of the agency and contribute to fraud, waste, and abuse.  n110 Yet the government rarely suspends contractors, even for misconduct, overcharging, and other violations.  n111
In effect confirming Secretary Rumsfeld's 2001 call to revolutionize the DOD bureaucracy, the GAO has documented several problems: year-long delays in processing security clearances for contractor employees (with failures by individual military services to respect the security clearances granted by another service),  n112 inadequate information and no coordinated plan to assess whether various efforts to promote small businesses in the procurement activities could work,  n113 and millions of dollars in payment adjustments for mistaken billing.  n114 The DOD does not follow the best commercial practices in managing service contracts by analyzing spending patterns to enable savings.  n115 The DOD also fails to use value engineering to control costs in weapons until it is too late to make substantial savings.  n116 Logistical support contracts used by several of the armed forces with good results in earlier periods have been marred during the recent Iraq efforts by inadequate oversight, poor definition of terms, and failed cost containment.  n117
 [*1008]  The form of some government contracts itself renders cost management difficult. Share-in-savings contracts allow the contractor who develops a system for the government to share in the savings the system is supposed to generate.  n118 Yet it is difficult to measure such savings.  n119 The lack of caps in these contracts exposes the government to potentially limitless demands for payment by the contractors, and questionable accounting practices used with these contracts exacerbate these problems.  n120
Some problems with contract oversight are not new with the war in Iraq and substantially pre-date the Bush Administration.  n121 The GAO reported confusion by Army officers over whether they could control the actions of contractors in the Balkans in 2000, given the performance-based nature of the contract.  n122 Years of reports document problems with Los Alamos, the weapons facility run under contract by the University of California.  n123 Repeatedly losing classified and sensitive material and technology, more than three-quarters of the security personnel there also failed tests of required skills and were unable to demonstrate abilities to arrest intruders or shoot with  [*1009]  accuracy.  n124 But the deeper problem is the failure of the U.S. Department of Energy -- after years of repeated complaints, congressional investigations, and reports -- to demand accountability of the contracting parties, whether nonprofit institutions like universities or for-profit companies.  n125 To demand accountability is either to secure compliance or else find the contractors in breach, unworthy of payment, or renewal. To hold contractors accountable requires knowledge of what they have done, and if they have failed to perform adequately, then to replace them with another contractor or else to take the tasks back in-house.
Problems with contract monitoring may have been most acute during the Iraq war, and they did not much improve despite infusions of resources and the passage of time.  n126 Steven Schooner attributes this to a failure to recruit aggressively the staff necessary to manage the contracting responsibilities.  n127 The DOD repeatedly has failed to hold private contractors accountable for their performance of multi-million dollar contracts in Iraq.  n128
Not only are there major examples of overcharging and failures to perform, illustrated by the Congressional and media investigations of Halliburton, but there is the more fundamental failure of the DOD itself to manage and enforce the contracts.  n129 The Office of the Inspector General issued a 2004 report on the Coalition contracts in Iraq and found not only missing and incomplete records, but an ineffective  [*1010]  system for contract review, tracking, and monitoring.  n130 Again, the lack of transparent information about all of this makes assessment necessarily incomplete, but the failure to obtain sufficient information apparently runs all the way to the DOD, which lacks basic information about how many private contract employees are on the ground in Iraq, the specific tasks each are to perform, and if they are in fact performing those tasks.  n131 This means that the DOD simply is defaulting on its contractual role as the paying, bargaining partner.
The DOD also relies heavily on contracts with private companies to monitor other private contracts.  n132 For example, Aegis was hired as the coordinating hub for more than 50 other private security companies in Iraq; it provides its own force of heavily armed protection teams to oversee reconstruction efforts, but also oversees the work of the other companies under a contract worth $ 293 million (£ 163m).  n133 The award to Aegis became a lightning rod. Former British army officer, Lieutenant Colonel Tim Spicer, heads Aegis.  n134 He commanded and defended two soldiers charged and convicted with a murder in Northern Belfast.  n135 He also previously directed a company that sold arms to Sierra Leone in violation of a United Nations embargo.  n136 The particular worries about him or his company should not obscure the larger problem: how well can one company monitor another in advancing governmental purposes? Such an arrangement is doomed if there are no clear guidelines and no sustained monitoring by the government of the oversight process itself.  n137
In the Iraq war, the DOD has relied heavily on contractors who in turn subcontracted.  n138 At a Congressional hearing about Halliburton  [*1011]  cost-overruns and inefficiencies, one of the witnesses, Marie deYoung, was an employee of Halliburton and a former army captain.  n139 Marie deYoung testified that Halliburton subcontracted to companies that in turn subcontracted, producing two or three layers of subcontracts.  n140 She concluded, "we, essentially, lost control of the project and paid between four to nine times what we needed to fund that project."  n141 An element of the scandal around Halliburton was its own failure to act promptly in paying its subcontractors who in turn faced bankruptcy and even threatened to stop performance -- putting the security and effectiveness of the troops in jeopardy.  n142 The heavy reliance on subcontractors and on contractors to monitor other contractors may result from reductions in the government's own acquisition workforce -- a legacy of the downsizing movement.  n143 Steven Schooner concludes, "the government has no choice at this point but to enter into larger, more complicated contracts, because they don't have enough people to manage the contracts. So we're being penny wise and pound foolish by not staffing up our acquisition workforce."  n144
The stream of studies by the GAO -- as requested by members of Congress -- offers some spot checks.  n145 Those checks, however, raise alarms about Pentagon failures to monitor contract performance. Reviews from the outside, by the GAO, Inspectors General of other departments, or the media, show failures to ensure cost-effectiveness and achievement of DOD purposes -- and also failures to gather and review information sufficiently to permit ongoing contract oversight.  n146 The promise of cheaper and more efficient services at the heart of privatization in any field bears little relationship to reality in the military context where competition is difficult or impossible to  [*1012]  sustain and where the private industry rather than the contracting government actors calls the shots.  n147 When the government is the sole purchaser, and a handful of contractors dominate the field, it is difficult to bar or suspend a major contractor and often difficult even to get the contractors to perform and document their costs.  n148 Ironically, as the Iraq war unfolded, the GAO changed its name from the General Accounting Office to the Government Accountability Office, just as the proliferating privatization of the military made government accountability newly elusive.  n149 It almost has an Orwellian quality; if we declare there is an office of accountability, there is accountability -- yet the GAO reports repeatedly expose the failures of accountability within the DOD.
B. Failures to Comply with Contracting Processes
Several critics of private contracting by the DOD focus not on the DOD's failures to manage and enforce particular contracts, but on its departure from the norms and standards of established contracting processes.  n150 Given the urgency of the situation in Iraq, Congress permitted waivers and irregularities in established procurement procedures,  n151 just as Congress authorized the Department of Homeland Security to pilot the use of acquisition agreements that departed from the usual government contract procedures.  n152 With Halliburton, the irregularities were justified because of the exigent circumstances -- and also by claims that it was the only company with the relevant experience.  n153 Yet subsequent evidence indicated that another company had equal, if not superior, experience.  n154 Overall, the Policy Administrator  [*1013]  of the Office of Federal Procurement observed as she left office in September 2003, "there is still not a lot of oversight in some areas of our contracting system, and I think it will haunt us."  n155
The contracts involved in the Abu Ghraib abuses proceed through an end-run around standard contracting procedures -- an end-run that turns out to be well-trod.  n156 Agencies can streamline the purchasing process by paying a fee to a program manager in another agency, which in turn can select a favored contractor without a competitive bid.  n157 This shortcut permits sole-source awards and is supposed to separate programmatic authority from procurement authority, but also permits an agency to bypass procedural restrictions within its own department.  n158 Steven Schooner worries that, as a result, procurement is often accomplished by an agency working for the fee rather than results.  n159 The Inspector General for the Department of Interior concluded that chasing fees distorted the judgment of procurement officials.  n160
These interagency task-order service contracts were routed through the Department of Interior and the General Service Administration (the "GSA") in contracts for interrogation, intelligence, and security services in Iraq without establishing clear content or monitoring for those contracts.  n161 This approach may exempt the contractors from exposure to criminal liability that otherwise would attach through the Military Extraterritorial Jurisdiction Act.  n162 Alerted to these departures from checks and controls in the contracting process, the Defense Inspector General reviewed twenty-four contracts awarded between February and August 2003 by DOD and found that eighteen were awarded through the GSA supply schedule approach,  [*1014]  bypassing procurement rules, and thirteen lacked adequate surveillance.  n163
Experiments in streamlined contracting processes also have allowed the military to pay contractors for a flexible delivery order rather than specifying detailed agreement by contract.  n164 The Department of Interior's Inspector General investigating the Abu Ghraib situation reported that CACI, a private contractor, was given six orders predominantly for interrogation, intelligence, and security services in Iraq.  n165 Reviewing this situation, Dan Guttman at the Center for Public Integrity concluded that neither his own research nor review by the GSA "could find any existing schedule that provided for these services."  n166 Apparently, no one had checked to determine whether the contract work at Abu Ghraib was permitted or authorized, no one monitored the steps leading to hiring those individuals and directing their behavior, and no one determined whether those tasks were supposed to be contracted out at all.  n167
Yet involving private individuals in interrogations and intelligence activities crosses the line into centrally governmental work.  n168 A longstanding executive policy, now expressed in Office of Management and Budget (the "OMB") Circular No. A-76, directs that inherently governmental functions should not be outsourced.  n169 In 1998, Congress adopted a statute requiring agencies to inventory civil service work and to identify jobs as commercial or inherently governmental  [*1015]  in order to assist the privatization effort.  n170 A GAO report in 2002 indicated that the government should retain for its own workers certain tasks of "warfighting, judicial, enforcement, regulatory, and policymaking functions."  n171 Nevertheless, disagreements over precisely what an inherently governmental activity is and gaps in governmental capacity contribute to ambiguity over what can or should be outsourced.  n172 For example, a private contractor may be entrusted with providing security, as well as driving trucks to transport soldiers, equipment, and food, but when does this function move from civilian support to core military activity?  n173 The Department of Defense has not adopted nor consistently applied measures to identify and track what functions should remain within the government and what can be outsourced.  n174 The DOD increasingly spends billions of dollars in private contracts without clarifying or monitoring this policy.  n175
In its recent consideration of these issues, the government of Great Britain concluded that "the distinction between combat and non-combat operations is often artificial. The people who fly soldiers  [*1016]  and equipment to the battlefield are as much a part of the military operation as those who do the shooting."  n176 A contractor may be hired to support a complex technological weapons system, which may be an unmanned surveillance aircraft and support for it may include its deployment. If so, has the surveillance and deployment of that aircraft become an inherently governmental function? Is interrogation an inherently governmental task?  n177 What if the government lacks sufficient knowledge of the subject's language to engage in effective interrogation while a contract employee may have that knowledge?
We do not even have to reach -- at least not yet -- the difficult philosophic question about what should be viewed as an inherently governmental activity, sheltered from contracting out, in order to conclude that the current governmental practices fail to provide sufficient monitoring even to attend to that question. Whatever the line is or should be, there must be sufficient government resources and attentiveness to monitor it and to review outsourced functions.  n178 That, at minimum, is an inherently governmental task.
II. FURTHER JEOPARDY TO THE MILITARY, THE NATION, AND DEMOCRACY
The reliance on contractors -- even if subject to adequate oversight and appropriate procurement practices -- risks jeopardy to the quality of military activities, the national interest, and democratic values.
A. Jeopardy to the Military
Investigation of the abuses in Abu Ghraib revealed that private contractor employees "wandered about with too much unsupervised free access in the detainee area."  n179 The situation in Abu Ghraib, one hopes, was anomalous in many respects. Abu Ghraib did, however, also expose problems that arise with the command structure, discipline,  [*1017]  accountability, security, and predictability when personnel working together include members of the military and private contract employees.  n180 This is precisely the situation established when the military contracts out logistical planning and support as it has in Iraq.  n181 Marie deYoung, former U.S. Army captain and former employee of Halliburton, observed the loss of control produced by layers of contracting and subcontracting, and the confusion over lines of authority and measures of accountability.  n182
Congress adopted the Military Extraterritorial Jurisdiction Act to allow the prosecution of contractors in the United States for offenses occurring while they are deployed abroad, but only if the conduct would be a felony if committed in the United States.  n183 Congress adopted this law after U.S. military and local Bosnian law enforcement found they had no ability to prosecute employees of DynCorp apparently engaged in human sex trafficking.  n184 Through the prostitution ring, employees of DynCorp "purchased" young women and children to serve as their sexual slaves.  n185 Once the practice was exposed, the company fired the individuals involved -- but there were no prosecutions for statutory rape, human trafficking, or anything under military, Bosnian, or U.S. law.  n186 The U.S. military uses this same company to train the Iraqi police.  n187 Members of the military can face swift court marshals, but civilian contractors fall outside that jurisdiction and elude any domestic legal system as well.  n188 A whistleblower lost  [*1018]  her job for exposing the scandal -- and later won a damages award on that basis in Britain.  n189 If left entirely to the military, it is not obvious that such scandals would get swift treatment. At least one civilian officer in Bosnia was told by his military commanders to lie about the DynCorp sex scandal, and if he had been a member of the armed services, he would not even have been able, as he was, to quit.  n190
Yet even with the Military Extraterritorial Jurisdiction Act, procedures to move against civilian contractors remain unclear.  n191 Its scope may not apply to civilians who do not work directly for the government.  n192 It offers only limited control on the scene for the military commanders or even civilian supervisors.  n193 Military lawyers have been writing for a decade about the ambiguity over what law applies to contractors working in military settings.  n194 The contract employees are not governed by military discipline or norms; nor are they regulated by rules that apply only to government actors, such as the FOIA, limits on political activities, and conflict of interest rules.  n195 Ambiguities remain over what law applies if contract employees are captured or injured in confrontations with enemies.  n196 Both in terms of legal  [*1019]  authorization and actual competence and training, can contract employees defend themselves with force -- or does that exceed their role and jeopardize the safety of the military members working alongside them?  n197 Do civilian contractors compromise the security of a mission when they discuss troop movements in a restaurant in Baghdad?  n198 The Third Geneva Convention would seem to cover combatants who are civilians if they are under the command of a superior, wear distinctive fixed signs recognizable at a distance, carry arms openly, and conduct themselves in accord with the laws of armed conflict, although each of these elements may be ambiguous in the case of particular contract employees.  n199 But Protocol I to the Geneva Convention deprives mercenaries of the privilege of serving as lawful combatants or immunity as prisoners of war upon capture.  n200 The line between "contract employee" and "mercenary" for this or other purposes in international law remains unclear.  n201 Confusion about precisely these legal questions can lead to disorder and ineffectiveness in actual operations, harming military effectiveness.
The military can be harmed in a different way if the option of retiring to a new career with a better-paid private contractor appeals to talented officers. Margaret Stock, a professor at the United States Military Academy at West Point and a reserve officer, explains how retiring officers can benefit from entering the private sector:

Military officers may be very tempted to retire in order to work for private military companies because the day after retiring, an individual can collect his or her retired pay, which is typically 50% of an active duty salary, and at the same time return to work as a consultant in essentially the same capacity, but with a new salary. Such individuals perform the same function  [*1020]  while receiving both their retired pay and the consultant salary.  n202

Reliance on private sources for important tasks, such as logistics and maintenance of advanced technological weapons, may in addition relieve the military of developing those capacities internally -- to the long-term detriment of military strength.  n203 Similarly, depending upon contracts for the leases of trucks and equipment without ensuring appropriate maintenance plans can leave the military vulnerable at crucial movements to failures beyond their control to remedy.  n204 If the contractor in turn does not pay subcontractors -- as was the case apparently with Halliburton -- vendors may grow resentful or even collapse under bankruptcy.  n205
Alternatively, the military also may compromise its strength by relying through layers of subcontracts on people it would never use directly, or by relying on individuals from third-country nations who are paid little and shift loyalties based on who pays them.  n206 Global military companies have recruited members of defeated armed groups and militias as mercenaries.  n207 Some of the companies do little to screen employees.  n208 One contract employee turned out to be a fugitive charged with embezzlement and previously convicted of assault in the United States.  n209 The work can attract volatile individuals. Mercenary involvement in the Congo over decades is a notable dimension of the area's violence and instability.  n210
 [*1021]  Here the use of contractors raises the enduring question about mercenaries.  n211 Nicolo Machiavelli argued against mercenaries in his classic work of politics, The Prince, because they work for pay.  n212 Illustrating Machiavelli's warning that soldiers working for pay would not take the kind of life-risking action that can turn the tide of battle, some contractors during the Gulf War fled from a possible chemical weapons attack.  n213 Perhaps if the contractors build a team of retired military officers, the ethos of loyalty to the country and the military can be sustained even among these civilian employees.  n214 Yet Machiavelli's warnings become more powerful for other employees, and especially for low-paid employees brought in from other countries under subcontracts.  n215
 [*1022]  B. Jeopardy to the United States and Democracy
Reliance on private contractors also risks exposure to war profiteering: the exploitation of the chaos and fear of wartime by suppliers of materials to the military. Resisting war profiteering has been a governmental goal as long as this nation has existed.  n216 War profiteering is a serious problem not only because it diverts public monies -- the money of the citizens -- to private hands through over-charging and fraud, but also because it can jeopardize peacemaking and broader confidence in government. These issues overshadow but should not obscure the problems of former government officials finding employment with contractors after helping them build connections with the government.  n217
Meanwhile, the revenues pouring into private military companies -- the stock in publicly traded private military companies jumped 50% after 9/11 -- are funneled into lobbying.  n218 Iraq contractors Dyn-Corp, Bechtel, and Halliburton donated more than $ 2.2 million to political causes -- mainly Republican -- between 1999 and 2002, according to the Center for Responsive Politics.  n219 Lobbying efforts by private contractors have documented effects on policies regarding weapons systems development.  n220 It does not seem out of bounds to wonder about the influence contractor lobbying has on foreign policy.  [*1023]  Political scientists have studied the relationship between defense spending and domestic political goals.  n221
But even more troubling is the possibility that by using private contractors, the government can avoid checks and balances in a democratic system. This is the caution pressed in articles by Deborah Avant and Jon Michaels.  n222 Because private contractors are obliged to share far less information with Congress than required of the DOD or the military, Avant argues that the administration can effectively limit congressional checks on foreign policy.  n223 She claims that the United States can also advance its interests indirectly by licensing a private military company to assist another government, so that the United States itself can deny that it is actually pursuing foreign policy.  n224 As an example, she notes that "in 1994, the United States licensed U.S. company Military Professional Resources International (MPRI) to provide advice and training to the Croatian government. The country's president, Franjo Tudjman, received the advantages of U.S. military assistance, but through a private entity."  n225 Jon Michaels similarly warns that democratic accountability can be bypassed with private contractors doing military work.  n226
The lack of clear lines of authority and sanctioning power over civilian contractors also potentially impairs the nation's reputation internationally. The Iraqis do not distinguish between the civilian contractors and the U.S. military in judging the conduct of the U.S. occupation.  n227
Foreign policy can be shaped even more insidiously by reliance on private contractors. As Jim Krane put it for the Associated Press, "the use of contractors also hides the true costs of war. Their dead  [*1024]  aren't added to official body counts."  n228 With an estimated thirty to forty private contractor employees killed due to fighting in Iraq in 2004, and many more killed in accidents, including these private employees would notably increase the total casualties and injuries from the war.  n229
Use of contractors contributes to a lack of transparency in the conduct of military activities regarding not only casualties and injuries, but also total numbers of people deployed, and, indeed, the total size of the government-sponsored effort.  n230 This puts the scale of the initiative outside of public awareness and full political discussion, obscuring choices about military needs and human implications.  n231 Congressional interest in private contracting may emerge, but full oversight will be hampered by the insulation of the private companies from public review.  n232 Even information about procurement decisions and practices has been privatized, placing them further out of public reach.  n233 Previously, the Federal Procurement Data Center made available through the Internet information about the allocation of defense contracts to private firms, which could be searched by the name of the firm.  n234 In the past year, however, the government has outsourced this service and now charges for access to the data.  n235 The ability of the government to bypass public debate may also make it easier, on occasion, for the government to plan and launch either an aggressive war or a humanitarian intervention. Even if I agree with the ends, should I not worry if the means require bypassing democratic review?
I began with a caveat about the limitations of my entire discussion given the curbs on information available about outsourcing by  [*1025]  the military.  n236 Even if it had the political will to try to exercise oversight, Congress would be largely constrained in reviewing the actions and practices of private military contractors.  n237 Media and ordinary citizens -- even competitors -- also face constraints, including curbs on otherwise available tools of disclosure.  n238 In the past, courts have construed exemptions from the FOIA to protect private contractor records compiled for law enforcement purposes.  n239 Reading together the Trade Secrets Act and the FOIA exemption for trade secrets and confidential or privileged commercial or financial information, courts have rejected release of prices paid by the government for servicing planes to be flown by military personnel on dangerous missions.  n240 At stake in these rather technical cases is nothing less than the ability of citizens to know what the government is doing, and yet outsourcing veils its conduct. The Court of Appeals for the District of Columbia Circuit asserted that the prices at issue concern the internal workings of a contractor, not the Government.  n241 As Judge Garland wrote in partial dissent, this nondisclosure interferes with the public's ability to evaluate "whether the government is receiving value for taxpayer funds, or whether the contract is instead an instance of waste, fraud, or abuse of the public trust."  n242 Yet the public interest is even more extensive when the military outsources logistics, services, and security to a contractor.  n243 It remains to be seen how transparent any of those actions will become.
 [*1026]  CONCLUSION
Besides jeopardizing internal democratic monitoring and besides failing to control costs or even the performance of private employees, the expanded governmental use of private military companies erodes the control of force represented by the ascendancy of the nation-state.  n244 The nation-state itself had an interest in demonstrating its neutrality vis-a-vis other states as part of the Westphalian Pact: the leaders of each nation would respect the borders and sovereignty of another state while expecting other states to respect their own borders and sovereignty. In turn, the leaders would regulate the conduct of their own citizens to make sure they would not join foreign armies or otherwise jeopardize this system. And deployment of a non-national by a foreign sovereign would itself be viewed as infringement of the home nation's sovereignty.
Thomas Jefferson argued that "the granting of military commissions, within the United States, by any other authority than their own, is an infringement on their sovereignty, and particularly so when granted to their own citizens, to lead them to commit acts contrary to the duties they owe their own country."  n245 As the system developed, it supported national self-interest by ensuring that "no one can raise an army within the jurisdiction of the United States with the intention to commit hostile acts against a state friendly to the U.S. state."  n246 By controlling private desires for money or adventure, the nation-state would build a more secure world.
Signs of the decline of the nation-state come in many contexts besides the rising use of private military companies.  n247 Nonetheless, the growing role of private military companies is a symptom of a larger, dangerous challenge to the aspirations of order in the world represented by the system of nation-states and the rule of law.  n248
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